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What are Security Roles?

Security Roles, or "Sec Roles", are used to determine what functionality a user has access to
in TempWorks Enterprise; this includes which reports can be accessed and which fields
can viewed/modified/saved.

There is no limit to the number of Sec Roles which can be established; Sec Roles may also
be customized for each client using TempWorks.

Sec Roles can be customized to allow a variety of different permissions including, but not
limited to: Entering Direct Deposit information on an Employee record, viewing specific
reports, having permission to change a Customer status.

This Article Covers:

1. Common Sec Roles
2. View Sec Roles

3. Manage Sec Roles
4. Run Reports

Common Sec Roles

The most common Sec Roles are "SR" (Service Rep), "PC" (Pay Clerk), and "SA" (System
Administrator).

*Note* Sec Roles are often referred to by their abbreviations.

e The"SR"roleis generally considered the role assigned to Front Office only users. In
general, this allows the user to view and add Employee, Customer, Order, Assignment

and Contact records. This user would not be able to enter Time, run Payroll or



Invoicing and post Invoice payments. The minimum Sec Role is "SR". Each user can
have additional Security Roles which would open more functionality.

e The "PC"roleis generally considered the role assigned to Payroll and Billing users. It
gives them access to all of the functionality available to the "SR" users as well as being
able to enter Time, run Payroll, Invoicing and post Invoice payments.

e The "SA" role allows the user to access all functionality of the "SR" and "PC" users as

well as being able to access the Administration areas of TempWorks Enterprise.

How to View Sec Roles

To view the Sec Roles you have been assigned navigate to the E button in the upper left,

select Server:

Search for Employ

B Save Ctrl+5

L Refresh F5

@ Keyboard Shortcuts
n Enter License

EEE Switch Branch (High Tech 5taffing)

F__
o Server: TWSQLDEV2012

The designated Sec Role abbreviations and Descriptions will be listed:



diagnostic information

k

General Information
Version @0 1509.18.0212
User Mame dbo
System User Name TEMPWORKS\dwood
Host Mame dwood
Group Mame controller
Machine Name TWRD12HOST41
Server Name TWSQLDEV2012
DE Name TWorks_Demo
Hier Name High Tech Staffing
Hier Type ID 2
Hier Type Name Entity
Hosting Server TWRD12HOST41
Endpoint Address DataPortal not enabled
License
Pay/Bill Enabled Yes
Email Enabled Yes
Temp Directory Ch\Users\dwood\AppDatatlocalh\Temph 224,
ServiceRep Information
ServiceRep ID 48
Rep Mame dwoad
Full Mame Dalyce Brell
SecRole PN, TD, PA, PS, PL, HL, BM, AE, PC, S, Al, BL, A%, SR, VA, DS, F, P, El, V5, 5U, FC, W

SecRoleDesc PeopleMet, Talent Drive Admin, Payroll Administrator, Payroll Supervisor, Paycler
Branchid 1604

BranchMame Memphis SE

How to Manage Sec Roles

Begin by navigating to the administration module of Enterprise. Once there, select (1.) sec
roles from the list of options on the left hand side.
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Administration

- » tasks
T
evaluations Find @ service rep sec roles
L ke
gls account map 218 itemns available PA Payroll Administrator
gls bank account Adam Helgeson - 3
hreenter doc mapping Admiristrator PC Payroll Clerk
A Alec Woidechowski SR Staffing Specialist
) 2_| Alex Binenstock
interest code s:.l‘.czlegory Eli Virani
interview questionnaire Aliesch Sutton
A Alissa Anundson
pb title andrew
message Andrew Larson
multiplier code ben
Brad Cox
. Brandon lohnson
required document brianr
sales pipeline status Casey Kraus
les t Chris Hague
Claudette Jaswa
1. =
service rep Dalyce Brell
Dave Schoofs
iag ype : David Dourgarian
task admin David Kluver
timeclock punches dbo
» web user i Demo User
Derek Nicholls
worker comp code Derek Wolke
dlaska
mee Don Reiser
Enterprise Test Payclerk
customer Enterprise Test SR

To review the sec roles that a service rep currently has, simply (2.) highlight their name
from the list of reps. Any sec roles listed in the (3.) table to the right are ones currently

possessed by the rep.

To edit aservice rep's secroles select the pencil icon in the upper right hand corner. This

will automatically open the "manage sec roles" window:



manage sec roles

available sec roles

Sec Role

| Description

AJR Clerk P Payroll Administrator
AfR Clerk Cash Posting FC Payroll Clerk
A/R Supervisor SR Staffing Specialist

ACA General User

su

AF

EL
BRI

1]

rea

A

ACH Super User
Account Executive
Accounts receivable
Actions - Import Module
Allow SuperUseriode
AP EBill

Applicant Center

Billimg Clerk Lite

Branch Manager

Can Delete Invoice Correcti...

e L P Y

BSave

To assign a service rep a new sec role, from the list of available sec roles on the left, (4.)
select the item(s) you would like to assign (to assign multiple sec roles hold the Ctrl key on
your keyboard as you make your selections) and click the + icon to move the sec role(s) into

the assigned table.

To remove an assigned sec role from a service rep, from the list of assigned sec roles on the
right (5.) select the item(s) you would like to remove and click the x icon to move the sec
role(s) into the available table.

*Note* The “Sec Role SuperUser” security role will allow users to assign security roles
to other users, regardless of whether they themselves have that role or not. Itis
recommended this role only be assigned to those with administrative rights in
TempWorks Enterprise.



Run Reports:

There are reports available which describe what each Sec Role does:

Report Permissions: Displays which report groups are made visible by which Role

c= Report Viewer - Report Permissions

1 of 1 IGA)
Report Permissions
High Tech Staffing
Report permizzions by Security Role
PC C

Payroll Clerk Report Group - Customer

Report Group
Affordable Care Act X

Log Information
Order & Assignment
Productivity
Sales & Invoicing
Tasks

Tax Administration
Time & Pay

User Security Setup

Find | Mext

)
Entity Level (Hierld 2} E%, te m pWOf‘kS

EI ER EX
Report Group - Employee Report Group - Employee Report Group - Exports Repi
Info Reporting
X
X

Security Role Permissions: This report will display what Sec Roles each Rep has assigned

to them:

C= Report Viewer - Security Role Permissions

- O X

Employer High Tech Staffing L: EINC - ~

| View Report

——
1 of 6 b B @ | E a E- | 100% - Find | Next
Repname AR Clerk A/R Clerk Cash Posting A/R Supervisor ACA General User ACA Super User Acco #
amy X X
boox X
ben X X X X X
BenR ***Inactive
Bens ***Inactive
brandon X X
brianr X X
casey X X X X X
cheyer ***Inactive
Chris.Hague X X X X X
claudette X X X X X
DaleP ***Inactive
dan3 ***Inactive
darek.wolke X X
Dave.schoofs X
davidd X X
davidk X X

L

<



Function Permissions: Displays which sec roles have permission to which functionality

CJ Report Viewer - Function Permissions
1 of 5 b b @ | B =~ | 100% - Find | Next

Function Description Payroll Administrator Payroll Clerk Payroll Supervisor
Allow auto batch post
Allow timecard image linking on web ¥ ¥ ¥
timecards
Can abandon AR Posting Batch X X
Can Abandon Instant Pay Runs X X
Can Abandon Invoice Run X X
Can Abandon Payroll Run X X
Can Abandon Tax Pay Runs X
Can Abandon/Recreate Ach
Can Access Invoice Tab X X
Can Access Payroll Tab X X
Can Access Timecard Tab X X
Can Access Transactions Tab X X
Can Activate Paycards X X
Can add bank routing numbers not
already in PrRouting to employee
Can Add/Delete WebApiKey
Can administer Worker Comp X
Can Administor Dashboard X
Can Approve CTXNS Errors X X
Can Approve Payroll Errors X X

£

Form Permissions: Displays which Sec Roles have permissions to see which forms in
TempWorks Enterprise.



CJ Report Viewer - Form Permissions

1 of 7 b M @ & EaHE- | 0% - Find | Mext
Form Type staffing Specialist  System Administrator Talent Drive Admin
ACA Analytics X X
ACA.Details X ¥

ApplicantCenter.ApplicantDetail
ApplicantCenter.Applicantsearch
ApplicantCenter.Management
ApplicantCenter.WorkflowDashboard

Assignment.Adjustments X
Assignment.AssignmentAccruals X
Assignment.AssignmentCalls kS
Assignment.Details X
Assignment.VisiPanel X

BackOffice.APBillAPBillDetails
BackOffice.APBillLAPBillRegister
BackOffice. APBillLAPCheckDetails
BackOffice APBilLAPCheckRegister

BackOffice.CheckDetail X
BackOffice.CheckRegister %
£

TempWorks Administrators have the ability to set Sec Roles for each of their users.
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