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Personal Access Tokens

What are personal access tokens? A personal access token is a code passed between computer programs- a unique
identifier and a secret token used for authentication that allows the two computer programs to communicate. You
need a personal access token for any Enterprise third-party integration who uses this method to pass information
between parties.

For example, let's say you wanted to integrate Kenexa Assess on Cloud with Enterprise. In order for assessments
from Kenexa to be viewed and assigned from Enterprise, a personal access token is needed. This token gives the
green light (e.g. verifies that the software is not malicious) and creates a communication bridge between the two
programs allowing information (i.e. resumes) to pass.

How to Add a Personal Access Token
There are two ways to add a token:

1. The first way is accessible only by those with the 'System Admin' secrole or 'SA'. This can be done by navigating
to 'all options' in the navigation tree and selecting the 'administration' section. From here, select the 'personal
access tokens' page:
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*Note* You will need admin permissions to access 'administration in Enterprise.

Within this section you may review/edit your active/inactive personal access tokens. You may also filter these
tokens by individual service rep if desired. From here select the '+'icon in the top right corner, this will open a
'create personal access token' wizard:



Manage tokens that you can use to authenticate to the TempWorks Software REST API.

Service Rep | (All Reps) All

personal access tokens
User | Description | AccountSID | Expiration | Active | Revoke -
alexander.swanson Post Assess On Cloud Assessments  0648a529f4cedf11a047e5c22aa7e2 19 2/9/2019 b
alexander.swanson Post Assess On Cloud Assessments  1885654ffcBed2 16b64dabde82bBe290 5/9/2019 ~

. alexander.swanson Post Assess On Cloud Assessments  75149e7733d54ecadf0535a4f6b89cf4 5/9/2019 b

Dominic.Reinke Post Assess On Cloud Assessments  b44ebb46d04d4ab891eb4171126392ec  5/9/2019 b
Kevin Prow ZipWhip b15e234688db462584a3bcfe189301c4 -
susan ZipWhip bc2ealadd91f4c27bfAd37cel15ceTch «

A new window will open, enter the following:

1. Select the Service Rep from the drop down that you wish to give a token to
2. Enter adescription so it's clear to your admin team and you what this access token is for

3. Select the access you want to give them

I'_|'k] create personal access token

Expiration 18 Months

Select allowed scopes for the token Ef D

[%] Assess On Cloud Results Write

Allow write occess of Assess On Cloud results
[[] Assignment Read

Allow read oecess to Assignment data
[[] Assignment Write

Allow write occess to Assignment data
["] Background Check Read

Allow reading of Background Check related data
[] Background Check Write

Allow write ocecess to Background Checks

Coantact Bood

¥ Cancel «f Creste

Once you've checked the necessary boxes, select Create to create the personal access token.

Once generated, be sure to copy your personal access token so that information is readily available to your third
party integration:



[ personal access token

A Personal Access Token has been successful created.
Service Rep  Alexander Swanson
Description Assess on Cloud and ZipWhip

Expiration  7/24/2019

AccountsID fd811e1B85d68421b94a5afbd776313f9 o

AuthToken 022a3a36a3264793bc179e0986cafled o

Make sure that you save this AuthToken in a secure place. We don't store it and
you won't be able to view it again after closing this dialog.

Scopes assessoncloudresults-write, allow-zipwhip

For more information on how to use the AuthToken, please see online
documentation at: developer.tempworks.io

A ¥ Close

2. The second way to view/create tokens can be done by a user for themselves and only for their own service rep.
This can be done by navigating to the 'E' menu in the upper left-hand corner of the screen and selecting 'Options':
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Here, personal access tokens can be managed and interacted with in the same way as step 1. Select the '+'iconin
the top right corner to open the 'create personal access token' wizard:



C:.' options

Appearance Manage tokens that you can use to authenticate to the TempWorks Software REST API.
User Settings

Navigation
personal access tokens

Email
Mass Mailer | Description AccountSID

alexander.swanson Post Assess On Cloud Assessments 06483529 4cedf11a047e5c22aa7e219
Dashboard

Default Printer

alexander.swanson Post Assess On Cloud Assessments  1885654ffc8ed216b64dab4e82b8e290

alexander.swanson Post Assess On Cloud Assessments  75149e7733d54eca%f0535a4f6b89cf4

| Expiration

5/9/2019

5/9/2019

5/9/2019

| Active | Revoke

Follow the same steps for laying out criteria with regards to their own token as seenin step 1:

[)) create personal access token

Description n

Expiration 18 Months

Select allowed scopes for the token

D Allow Full Access
Allow full access to all endpoints

["] Assess On Cloud Results Write
Allow write access of Assess On Cloud results
D Assignment Read
Allow read access to Assignment data
[] Assignment Write
Allow write access to Assignment data
[[] configuration Read

Allow read access to Configuration dota

[] contact Read

Allow read access to Contact data
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